
Call for Proposals for Book Chapters:  

Cyber Statecraft: Strategies, Challenges, and Future Trends 

 
In an era of unprecedented digital connectivity, cyberspace has emerged as a critical domain for strategic 

competition and cooperation. As a critical arena of geopolitical influence, cyberspace has fundamentally 

reshaped the conduct of statecraft, bringing new challenges and opportunities for states in the 21st century. 

Cyberspace has emerged not only as a tool for state-led initiatives to project power, ensure security and 

shape international relations but also as an arena where non-state actors, such as private corporations, 

cybercriminals and hacktivists, challenge traditional notions of sovereignty and security. This evolving 

landscape demands that states adapt their strategies to counter the asymmetric threats posed by non-state 

actors while simultaneously leveraging cyberspace to enhance their capabilities and expand their 

influence. 



• Implications for cyber statecraft of dual-use technologies. 
• Cyber statecraft in the context of emerging technologies (quantum computing, AI, 

advanced cryptographic systems, etc.) 
 

2. Cybersecurity and International Security 
• The role of cyber operations in hybrid and asymmetric conflicts. 
• 


